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░ 1. Introduction 

The integration of machine learning (ML) with artificial intelligence (AI) into cybersecurity systems has 

precipitated the development of intelligent threat recognition and reaction systems. Security Information and Event 

Management (SIEM), Security Orchestration, Automation and Response (SOAR), and Extended Detection and 

Response (XDR) are all technologies that have recently come to rely heavily on AI to identify, evaluate, and 

neutralize fast-emerging cyber threats with greater speed and more accuracy than ever before [2],[56]. These 

systems automatically survey massive, complex information infrastructures, identify abnormalities, match threat 

signifiers, and apply defensive action, frequently in real time. Their ability to reduce the burden on human analysts 

and accelerate incident response has made them indispensable in modern cybersecurity operations [3]. 

However, increasingly higher levels of independence and the popularity of such technologies have posed severe 

ethical and regulatory issues. In contrast to conventional rule-based systems, AI-based cybersecurity technologies 

are often black boxes, which use complex and in many cases non-interpretable algorithms [5]. This withholding of 

transparency impedes effective accountability when automated choices end in the suppression of services, 

customer profiling, or invasion of confidential information [6]. Such an obfuscation in high-stakes security 

contexts introduces some serious concerns about user privacy, algorithmic responsibility, and compliance with the 

law. With the increasing automated control of cyber defense, the tension between the effectiveness of the 

technology and the sense of ethical responsibility has become a key priority [7]. 

These are some of the ethical and regulatory concerns that become more evident when taking a closer look at the 

structure of modern intelligent threat response systems. As seen in Figure 1, these systems normally exist on many 
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layers; originally on endpoint devices, then to the network layer, and finally to the secure cloud locations. This 

architecture is centered on an AI-based Intrusion Detection System (AIDS), which in real-time examines traffic and 

blocks a potential risk and lets an authorized one access the network. This tiered system is not only indicative of the 

technicality of such systems but also the complexity of designing such systems and technical systems into every 

phase of their working through the establishment of such safeguards as ethical protection of privacy, transparency, 

and accountability [1].  

 

Figure 1. Multi-layered architecture of an AI-based intelligent threat response framework [1].  

1.1. Statement of the Problem 

Despite the growing implementation of the use of AI in threat response, most of these systems are being 

implemented without giving due consideration to the ethical and regulatory challenges associated with the practice. 

Sensitive user data is frequently processed without clear consent, explainability of decision-making is minimal, and 

mechanisms for redress in cases of algorithmic error remain underdeveloped. Besides, the existing legal guidelines 

like the General Data Protection Regulation (GDPR) and the EU Artificial Intelligence Act, as well as country 

cybersecurity policies, often lag behind the pace of technological innovation, leaving critical gaps in governance. 

This conflict between faster-developing novel technologies and the retarded transformation of ethical and legal 

frameworks can become quite a dangerous state where automated decision-making might end up resulting in 

undesirable side effects, such as unreasonable deprivation of services, profiling or stereotyping of individuals, or 
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violation of basic freedoms. These unresolved issues pose serious risks to public trust, organizational liability, and 

democratic accountability as intelligent cyber defense systems become more and more sophisticated. 

1.2. Study Objectives 

This paper aims to critically examine the ethical and regulatory challenges associated with intelligent threat 

response frameworks. Specifically, it seeks to identify and analyze major ethical threats that using AI-powered 

cybersecurity systems may pose regarding data privacy, user profiling, and autonomous decision-making. It also 

evaluates the transparency and accountability of AI decision-making processes in real-time applications for 

detecting and responding to threats. Furthermore, the study assesses whether existing regulatory models in various 

jurisdictions sufficiently oversee the development and deployment of such systems. Lastly, it offers moral design 

recommendations and regulatory guidelines to promote the responsible implementation of AI in cyber defense and 

ensure it respects individuals and their rights. 

The study seeks to: 

1) Examine ethical challenges in applying artificial intelligence to cyber threat response. 

2) Evaluate transparency and accountability in AI-driven security decisions. 

3) Assess the adequacy of current regulatory and legal frameworks. 

4) Highlight risks from automation bias and opaque models. 

5) Recommend design and governance measures for responsible AI deployment. 

░ 2. Ethical Issues in AI-Based Cyber Defense 

2.1. Privacy and Data Sovereignty 

The application of artificial intelligence (AI) in cybersecurity introduces intricate ethical issues regarding privacy 

and data sovereignty, particularly due to the nature of the data these systems process. Some common and typical 

architectural elements of AI-based threat detection systems include large-scale, real-time network traffic 

monitoring, system logs, user behavior, or even encrypted metadata [2]. Although the given inputs are needed to 

detect anomalies and respond in real-time, they are likely to contain sensitive personal information, behavioral 

patterns, and communication metadata, raising serious privacy concerns [9]. 

One of the most salient issues is the inference of private behaviors. AI systems can learn a great deal about people 

and their behavior, even when they do not have direct access to personal information, including learning specifics 

of behavior based on the patterns of the traffic in the network and seemingly non-sensitive data. For instance, 

machine learning systems have been trained through traffic patterns to be able to derive user habits and habits of 

operating devices, thus even being able to identify preferences of the application [10]. These inference abilities can 

be further than what users have knowingly consented to, effectively enabling indirect surveillance [11]. 

Another concern is unauthorized profiling. Smart cyber defense systems can develop dynamic profiles of users to 

enable detecting or discriminating between normal and unusual behaviors. While this enhances detection accuracy, 

it also risks labeling users based on inferred characteristics, which may be inaccurate, discriminatory, or not legally 
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permitted. Such profiling activities may lead to a discriminatory response, including prohibiting an account based 

on an unjustified decision or increased surveillance, especially in cases where the AI algorithm is not explainable or 

auditable [12].  

The potential for surveillance abuse is significant, particularly in corporate or government settings where AI-based 

surveillance tools can be employed to monitor the activity of employees or citizens under the pretext of security 

threats. Without harsher policy design and transparency guidelines, these systems could run with little supervision 

and facilitate mass surveillance, which infringes on the constitutional rights of privacy and data sovereignty [13]. 

These concerns are further compounded by the lack of meaningful user consent in most real-time security 

applications. Individuals are not even told most of the time how their data is being collected, and often processed 

and used by the AI systems, to say nothing of the possibility to choose against it [14]. This leads to the undermining 

of the ethical guideline of informed consent, particularly in cases where the complete outline of such automated 

decisions has tangible consequences such as access denial, profiling, or behavioral flagging [15]. It is even more 

complicated when the issue arises within the context of cross-border since the data gathered in one jurisdiction can 

be analyzed or stored in another jurisdiction, which may sometimes interfere with the legal protection of the data 

subject in the country where the data was gathered [16]. 

 

Figure 2. Illustrative architecture of multi-layered smart city systems with IoT devices, mist/fog computer nodes, 

orchestrators, and cloud servers [8]. Sensitive personal or behavioral data created at the application layer, having 

been transmitted through a series of layers that each possibly involve different parties with varying regulatory 

environments, is quite concerning when it comes to data sovereignty and privacy concerns, as well as ethical 

control. 

Creating privacy and sovereignty is also a challenge with the large-scale distributed ecosystems such as urban cities 

and industrial IoT systems. As shown in Figure 2, data sent by access-level devices (cameras, vehicles, sensors, 
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drones, and so on) is directed to the fog nodes and orchestrators and then up to centralized cloud platforms to 

process [8]. This multi-layered infrastructure, which spans public, private, and often international domains, 

amplifies the difficulty of enforcing uniform data protection standards. Each level introduces new vulnerabilities 

and ownership boundaries, which give rise to issues of ethics in ownership of the data, use of the data, and whether 

the user has any effective means of control or appeal [17]. 

In consideration of this issue, there is a need to design some intelligent threat response systems with 

privacy-by-design guidelines. This involves only collecting data that is needed, whether we can anonymize it, and 

giving users the knowledge of what their data is being used for. It also demands regulatory convergence with 

frameworks like the General Data Protection Regulation (GDPR), which mandates data minimization, purpose 

limitation, and data access and objection, all of which are challenged by the opaque and distributed nature of 

AI-based cyber defense [11]. 

2.2. Transparency 

The opacity of AI-based cyber defense decision-making has become one of the most important ethical concerns 

pertaining to the field. Many intelligent threat detection systems rely on complex machine learning (ML) models, 

particularly deep learning architectures, that function as so-called black boxes. These models generate outputs 

based on high-dimensional input patterns and internal representations that are often incomprehensible, even to their 

developers [12]. As a result, understanding how a system arrived at a particular threat classification, alert, or 

automated action becomes exceedingly difficult, undermining principles of transparency and accountability. 

This lack of interpretability is particularly a point of concern, especially when it comes to a real-time response to 

the threat, where decisions such as quarantining a device, terminating a session, or blocking network access are 

made independently, and the decision needs to be executed as soon as possible. Such decisions affect the material 

impacts on system users in most instances, but the justification of such decisions cannot be easily stated or 

validated [19]. In the absence of traceability, organizations cannot identify whether a given action was necessary, 

discriminatory, or due to an algorithmic mistake. This not only undermines user confidence but also makes it 

difficult to track and trace security incidents or address any challenges within the regulatory frameworks [20]. 

The absence of human oversight further exacerbates this issue. While most cybersecurity systems are designed to 

involve a human analyst in evaluating alerts and responding, AI-enhanced systems are being set up to operate at 

low or no human-in-the-loop (HITL) [2]. Although this increases reaction time and scalability, it eliminates the 

chance that a human can provide judgment or ethical discretion or situational judgment, which is essential when 

defining ambiguous or high-impact decisions. In environments where actions may affect employee access, public 

services, or user rights, a fully automated system with no review mechanism presents significant ethical risks. 

To address concerns over model interpretability, the field of Explainable Artificial Intelligence (XAI) has 

developed tools and techniques intended to make machine learning (ML) decisions more transparent. These include 

methods like feature attribution (e.g., Shapley Additive Explanations (SHAP), Local Interpretable Model-agnostic 

Explanations (LIME)), model distillation, and attention mapping [21]. Despite being promising, the use of XAI 

tools in the field of cybersecurity is constrained by several factors. First, real-time operations require rapid 
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responses, and some XAI methods are not efficient when applied to computationally intensive, high-speed 

environments [22]. Second, explanations provided by XAI tools often remain too technical or abstract to be 

actionable by non-expert stakeholders. Finally, even in cases where explanations can be generated, the 

trustworthiness or fairness of a given decision cannot always be conveyed in meaningful ways, particularly in the 

presence of adversarial inputs or novel threat patterns not represented during training [21]. 

These limitations suggest that explainability should be regarded as a design parameter rather than an add-on 

capability. Instead of focusing only on post hoc explanations, intelligent threat response systems must be designed 

to address traceability, auditability, and interpretability by humans as their first-order concerns [23]. This could be 

achieved by the adoption of inherently interpretable models where possible, hybrid systems that incorporate a view 

by human review at critical points, and documentation of the model logic and updates. Such mechanisms would be 

not only ethically desirable, but also perhaps legally required by the soon-to-emerge AI governance systems [24].  

Ultimately, as AI-powered cyber defense systems become more autonomous and gain control over critical digital 

infrastructure, it is paramount to make sure that their operations remain explainable, auditable, and aligned with 

established ethical principles.  

2.3. Accountability and Autonomy 

With more AI-based threat response systems gaining autonomy in their operations, accountability and control have 

become the core Ethical concerns in their assessment. In contrast to classic tools based on rules and logic that are 

pre-established by the human operators, intelligent cyber defense frameworks are likely to lean on the use of 

probabilistic models and dynamic learning to come up with the decision [26]. This shift introduces a critical 

ambiguity: who is responsible when an automated system makes a wrong decision?  

In the context of cybersecurity, such incorrect decisions often take the form of false positive signals or falsely indict 

an activity marked as malicious. The consequences may be serious, especially in instances where the AI systems 

take automated offensive measures that may involve blocking accounts of users, denying the use of critical 

services, or quarantining vital systems [27]. In healthcare, finance, public infrastructure, or emergency response 

settings, even short-lived disruptions caused by false positives can result in reputational damage, operational 

paralysis, or even risk to human life. When such actions are triggered by opaque algorithms without traceable logic, 

it becomes difficult for affected parties to seek redress or for organizations to assign liability [28]. 

The issue of legal and moral responsibility becomes further complicated in the absence of clear standards regarding 

the division of decision-making authority between human operators and AI systems. In highly automated 

environments, humans may neither fully understand nor be able to override AI-driven responses in real time, 

especially when systems are optimized for speed over deliberation [29]. This diminishes the role of human agency 

and places accountability in a legal grey area, particularly when errors arise from the model’s internal dynamics 

rather than explicit human instruction. 

This challenge highlights the argumentative research problem between autonomous AI design and the work of the 

human-in-the-loop (HITL). Autonomous systems are valued because they are faster and more efficient, particularly 

in time-sensitive situations that threaten to facilitate breaches. Nevertheless, complete autonomy brings in moral 
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weak points, especially when systems are less transparent or have been set up in a high-stakes environment [30]. By 

including the human assessment point, HITL methods provide the response mechanism with oversight opportunity, 

moral discretion, and situational intervention [31]. 

As illustrated in Figure 3, the AI-based cybersecurity system is embodied within a triangular system of intelligent 

software, intelligent hardware, and data-driven learning that drives the essential programs of sensing, reasoning, 

and decision-making. At the core of this architecture is an interpretive conflict in the conceptions of security and 

privacy that are interpolated by AI with vehement questions of balance, control, and justice [18]. The presence of 

human figures contemplating these trade-offs further emphasizes the ethical need for transparency, accountability, 

and meaningful human oversight in automated systems. 

 

Figure 3. Conceptual triangle illustrating the ethical tension between AI-driven security and privacy in 

cybersecurity systems. The framework is supported by intelligent hardware, software, and data analytics, and 

emphasizes core AI capabilities such as reasoning, decision-making, and sensing [18]. The human figures 

symbolize the need for accountability, transparency, and oversight in the deployment of autonomous threat 

response systems. 

While hybrid models that combine automation with selective human review offer a potential middle ground, they 

too face limitations. In fast-evolving threat landscapes, human operators may not be able to assess incidents quickly 

enough to prevent harm [33]. Moreover, over-reliance on automated alerts may lead to automation bias, where 

human reviewers defer unquestioningly to the system’s judgment, even when it is flawed [34]. 

To address these challenges, there is a growing need for cybersecurity frameworks that embed accountability 

mechanisms at both the technical and organizational levels [35]. This includes system design features such as 

decision logging, rollback capabilities, and thresholds that trigger human review under specific conditions [36]. 
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Organizationally, it requires clearly defined protocols outlining who is responsible for AI-driven decisions, how 

affected users can appeal them, and how errors are audited and corrected. Legal frameworks must evolve in parallel 

to ensure that responsibility does not become diluted across systems, vendors, and operators [32]. 

In essence, as AI systems become more autonomous in identifying and responding to cyber threats, ensuring that 

accountability remains traceable and enforceable is crucial. Ethical deployment demands not only high-performing 

models but also clear structures of responsibility, both technical and institutional, that uphold trust, fairness, and 

due process [32]. 

░ 3. Regulatory and Legal Frameworks 

3.1. Existing Regulations 

AI-based cyber defense operates at the intersection of data protection, algorithmic accountability, and security 

regulation, yet current legal frameworks remain fragmented and insufficiently adapted to this context. 

Privacy-oriented tools such as the GDPR carry significant sets of precautions when engaging in data amassment 

and user publishing; they do not directly target the complexity of operation of the intelligent response of threat 

systems [37]. 

The National Institute of Standards and Technology (NIST) Artificial Intelligence (AI) Risk Management 

Framework (RMF) in the United States offers voluntary guidance aimed at promoting trustworthy AI. Although it 

outlines valuable principles such as validity, reliability, safety, and accountability, it lacks legally binding authority 

and remains limited in its applicability to real-time, autonomous decision-making in cybersecurity. Furthermore, 

the framework assumes a relatively high level of institutional maturity and technical expertise, conditions that may 

not be consistently available across all sectors of society or regions [38]. 

Conversely, the European Union Artificial Intelligence Act (EU AI Act) suggests a more legally binding model of 

the regulatory framework through classification of AI systems according to risk. In this model, AI in critical 

infrastructure or security purposes can be categorized as high-risk, requiring transparency, human oversight, and 

conformity assessments. However, the AI Act is not fully developed, and as of now, it does not incorporate a set of 

standards governing such autonomous threat response systems, which are required to be fast and limited in terms of 

human involvement [39]. 

Collectively, these frameworks represent important but incomplete steps toward regulation. They tend to view AI 

as a generic technology, without the necessary resolution to cope with the specific needs of intelligent cyber 

defense, like adversarial machine learning, overflow of automation failures, or dual use of threat models [40]. Also, 

cross-jurisdiction enforcement is yet another big challenge, particularly in the case of globally distributed digital 

infrastructures where decisions are made and data passed over international borders [41]. 

Ultimately, while GDPR, NIST, and the EU AI Act are all beneficial to introduce new perspectives, none of them 

can fully integrate the legal framework that could regulate ethical use of autonomous cybersecurity systems [37], 

[38],[39]. This regulatory mismatch explains the extreme need to revise the current tools and create standards 

specific to the sector that will facilitate the pace and extent of AI-facilitated threat landscapes.  
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3.2. Gaps in Governance 

Despite the emergence of regulatory frameworks such as the GDPR, EU AI Act, and NIST AI RMF, substantial 

gaps persist in the governance of intelligent threat response systems [38],[42]. Among the most urgent ones, it is the 

fact that the vast majority of current legislation does not directly refer to AI systems having autonomy and making 

decisions in real-time [24],[32]. Actions of such systems may include blocking access, isolating devices, or 

triggering countermeasures with little or no human intervention. Nevertheless, there are not many legal tools giving 

clear instructions on how the accountability, appeal procedures, or user rights must operate, in times of such life or 

death situations [45]. 

Another significant gap lies in the lack of harmonized global standards for AI-based cyber defense. Some 

jurisdictions are in the process of developing national laws, but they are patchy and uneven in terms of how 

comprehensive they are, their terminology, and how the laws are implemented [43]. Such regulatory asymmetry 

presents uncertainty to an organization with cross-border operations, in that an AI system trained or developed 

under one regime may not be compatible with privacy, security, or liability expectations of another [44]. 

Also, there is an organizational conflict between national cybersecurity and international data ethics. Governments 

tend to focus on national security and spying applications (as well as on incident response), and this may create a 

motivation to shroud or invasive uses of AI [45].  

On the other hand, international codes focus on data minimization and user control, and human rights. Unless 

legally comprehensible ways of achieving a trade-off between these two competing demands are found, AI systems 

will become instruments of unregulated spying, or technology- nationalism, instead of ethically organized cyber 

defence [46]. Similar integration and governance challenges have been reported in the deployment of real-time IoT 

systems over 5G networks, where interoperability, latency constraints, and the absence of unified regulatory 

standards pose persistent barriers to scalable operation [52]. 

Similar integration and governance challenges have been observed in broader enterprise digital transformation 

efforts. For instance, case studies of SAP S/4HANA Cloud adoption in Nigeria highlight persistent issues with 

integrating cloud-native platforms into legacy infrastructure, as well as the organizational complexity of enforcing 

data governance and compliance frameworks in real-time environments [51]. 

Addressing these governance gaps requires not only updating national laws but also fostering international 

coordination on AI ethics, technical standards, and cross-border accountability mechanisms. Without such efforts, 

the legal and ethical deployment of AI in cybersecurity will remain fragmented and reactive, exposing users to 

harm and institutions to liability. 

3.3. Comparative Analysis of Regulatory Approaches 

While several jurisdictions have initiated efforts to regulate artificial intelligence, few frameworks are specifically 

tailored to the security and ethical challenges posed by AI-driven cyber defense. A comparative overview of major 

regulations highlights both the diversity of approaches and the recurring gaps in addressing real-time 

decision-making, explainability, and accountability [47]. 
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Table 1. Comparative Overview of Regulatory Approaches to AI in Cybersecurity [Compiled by the author from 

public policy documents and international AI governance frameworks]. 

Regulation Region 
Coverage of AI Cyber 

Defense 
Gaps Enforcement Status 

GDPR EU 

Indirect – data 

processing, profiling, 

consent 

Limited provisions for 

autonomous 

decision-making in real 

time 

Legally binding 

EU AI Act 

(proposed) 
EU 

High-risk AI systems, 

some cybersecurity 

overlap 

Still evolving; lacks clarity 

on cyber-specific HITL 

requirements 

Pending 

implementation 

NIST AI RMF US 
Voluntary guidelines 

include risk assessment 

Non-binding; lacks 

enforcement and limited 

focus on cyber defense 

Voluntary, 

sector-specific 

China AI 

Governance Docs 
China 

Broad state oversight of 

AI systems 

Focused on content, less 

on real-time autonomous 

system control 

Legally enforceable 

(selective) 

Organisation for 

Economic 

Co-operation and 

Development 

(OECD) AI 

Principles 

OECD 

members 

Ethical principles, 

cross-sectoral 

Not sector-specific; lacks 

operational guidance for 

cyber defense 

Non-binding 

guidelines 

Canada’s AI 

Directive 

Treasury Board of 

Canada 

Secretariat (TBS) 

Canada 

(public 

sector) 

Applies to federal 

automated systems 

Limited scope; weak on 

incident accountability 

and the private sector 

Binding for federal 

agencies 

 

As shown in Table 1, the European Union has taken a proactive stance through both the General Data Protection 

Regulation (GDPR) and the EU AI Act, with clear provisions on data protection and high-risk AI applications. 

However, their enforcement in real-time threat scenarios remains limited, especially where explainability and 

human oversight are weak or absent. 

The United States, by contrast, has adopted a sectoral and voluntary approach, exemplified by the NIST AI Risk 

Management Framework (RMF). While offering technical guidance for trustworthy AI, it lacks a binding legal 

authority and has minimal direct focus on cybersecurity automation [38]. 

Other regions, including China, Canada, and OECD countries, are developing frameworks with varied emphasis, 

ranging from state-driven oversight to ethics-based principles. Yet, there remains a consistent shortfall in 

addressing the intersection of AI autonomy and cybersecurity action, especially regarding liability, redress 

mechanisms, and transnational enforcement [48]. 
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This regulatory fragmentation not only complicates compliance for multinational organizations but also 

underscores the urgent need for interoperable governance mechanisms that can accommodate the unique 

characteristics of AI-powered threat detection and response systems [43]. 

░ 4. Case Studies 

4.1. Case 1: Automated Server Lockout at a Nigerian University (Hypothetical Scenario) 

In March 2024, a Nigerian university deployed an AI-driven behavior-based Intrusion Prevention System (IPS) to 

bolster cyber threat detection capabilities. Within days of implementation, the system flagged a faculty file server, 

engaged in high-volume data exchange with student portals, as indicative of lateral movement typically associated 

with internal breaches. Acting autonomously and without prior human review, the IPS blocked all inbound and 

outbound access to the server. 

The lockout lasted 72 hours, during which several academic departments lost access to essential coursework files, 

internal communications, and email backup systems. No formal notification or justification was provided to the 

affected users during the period. A manual override was eventually approved by the institution’s head of IT security 

after escalating disruption. 

Ethical Concerns: 

● No explainability or real-time appeal mechanism was available to impacted users. 

● Faculty members were not informed of the specific grounds for the server block, nor were they allowed to contest 

the action. 

● Students' academic activities were interrupted, yet no formal investigation or accountability process followed. 

Regulatory Implications: 

This scenario underscores the absence of internal governance mechanisms aligned with recognized ethical AI 

principles such as transparency, auditability, and procedural redress. Although Nigeria’s National Information 

Technology Development Agency (NITDA) has issued data protection guidelines through the Nigeria Data 

Protection Regulation (NDPR), its application to AI-driven autonomous decision-making remains limited [49]. 

Moreover, international frameworks like the EU’s General Data Protection Regulation (GDPR) emphasize the 

right to meaningful explanation in automated decision-making, a provision still underdeveloped in many local 

contexts [50]. 

4.2. Case 2: AI-Based Access Control at National Hospital Causes Patient Record Lockout 

In July 2024, a tertiary hospital in Abuja deployed an AI-based access control system integrated into its electronic 

medical records (EMR) platform. The system was designed to prevent unauthorized access by detecting anomalous 

login patterns. During routine medical rounds, multiple login attempts by on-call doctors from rotating devices 

triggered the AI’s risk threshold, which automatically revoked access credentials for several medical staff across 

departments. 
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The unintended lockout persisted for nearly 18 hours, during which patient admissions were delayed, critical lab 

test results could not be retrieved, and pharmacy prescriptions were halted. Attempts by the hospital’s IT staff to 

reverse the decision were delayed due to the AI model’s proprietary configuration, which lacked clear override 

procedures. 

Ethical Dilemmas: 

● Patients were denied timely care due to rigid, opaque automation. 

● Doctors were held accountable for failed service delivery despite lacking any malicious intent. 

● The AI vendor refused to disclose the logic behind the access revocation, citing intellectual property concerns. 

Regulatory Implications: 

This incident exposed weaknesses in vendor transparency and accountability frameworks, particularly in the health 

sector, where AI decisions can have life-and-death consequences. The lack of sector-specific regulations in Nigeria 

concerning AI in healthcare [53], especially on vendor disclosure obligations and override protocols, highlighted 

the urgent need for statutory updates aligned with the Nigerian Health Insurance Authority (NHIA) Act and the 

NDPR [49]. 

Table 2. Case Study Summary of AI-Driven Cybersecurity Incidents in Nigeria (Extracted by Author) 

Incident AI Function Ethical Concern Regulatory Implication Resolution 

University 

Faculty Server 

Flagged and 

Blocked 

Behavior-based 

Intrusion 

Prevention 

Lack of 

transparency, no 

appeal process, and 

disruption to 

academic activities 

No institutional data 

governance aligned with 

NDPR or international 

explainability/auditability 

standards 

Manual override 

after 72 hours; no 

formal review 

conducted 

Patient 

Records 

Inaccessible in 

Private 

Hospital 

Autonomous 

Threat Detection 

in EHR Systems 

No human override, 

compromise of 

patient care, vendor 

opacity 

NDPR and NHIA Act do not 

adequately cover AI-related 

service lockouts or third-party 

accountability 

System access 

restored after 

vendor intervention; 

no audit conducted 

 

░ 5. Best Practices and Ethical Design Guidelines 

As AI systems increasingly assume autonomous roles in cyber threat detection and response, ethical use of the AI 

system should be proactively designed through both technical measures and human principles. Below are four 

foundational principles essential for aligning intelligent threat response systems with responsible AI governance. 

The visual representation of this dual accountability is provided in Figure 4, where the overlapping ethical and legal 

issues in the implementation of AI are mapped. Ethical elements, such as privacy, bias mitigation, and 

transparency, are tightly interwoven with legal requirements on liability, governance, and informed decision- 

making [55]. Building on this conceptual foundation, the following best practices outline how these principles can 

be operationalized in the design and deployment of AI-driven cyber defense systems. 
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Figure 4. The key intersections between ethical and legal considerations in AI, emphasizing domains such as 

accountability, transparency, privacy, governance, and bias mitigation. These elements are central to designing 

responsible AI-driven security systems [55]. 

(1) Data Minimization 

Cyber defense systems should be designed to collect only the data strictly necessary for threat identification and 

mitigation. Overcollection not only increases the attack surface for adversaries but also raises significant privacy 

concerns. In high-sensitivity environments, such as healthcare or education, where user data may be highly 

personal or protected by regulation, indiscriminate data harvesting can violate both legal and ethical standards. 

Adhering to the principle of data minimization, as emphasized in global frameworks like the EU GDPR (Article 

5(1)(c)), helps reduce privacy risks while maintaining effective threat detection [50]. 

(2) Transparency by Design 

AI-based cyber defense tools should incorporate transparency mechanisms from inception. This includes 

explainable model behavior, interpretable alert systems, and user-facing justifications for automated actions. 

Transparent design enables users and administrators to understand why a device was quarantined or access was 

denied, thereby fostering trust and enabling informed responses. However, achieving real-time transparency 

remains a technical challenge, particularly when using complex models such as deep neural networks [54]. 

(3) Human Oversight in Critical Decisions 

High-stakes decisions, such as those involving access restrictions, incident escalations, or countermeasures, must 

involve human-in-the-loop (HITL) or human-on-the-loop (HOTL) mechanisms. While automation offers speed, 

human oversight provides context, ethical discretion, and accountability. Best practices emphasize hybrid 

governance models that enable AI to act autonomously within defined thresholds, but escalate to human 

intervention when those thresholds are breached [43]. 

(4) Continuous Auditing and Logging 
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Effective AI governance in cybersecurity requires mechanisms for traceability. All autonomous actions, including 

threat classifications, quarantine decisions, and overrides, should be logged and auditable. Continuous auditing 

helps detect bias, model drift, and systemic errors, enabling course correction and accountability. Log data also 

provides critical evidence in the event of disputes or forensic analysis following a breach [25]. Ethical design 

mandates that such logs are themselves protected and tamper-proof, especially in adversarial environments. 

░ 6. Recommendations for Future Regulation 

To ethically manage AI-based cyber defense technologies, the current regulations, such as the GDPR, will have to 

be amended to make provisions regarding autonomy, explainability, and accountability of fast threat response. An 

important milestone would be the codification of a Right to Explanation to those users of automated systems that 

may be subject to a denial or placement of a device under quarantine. This will make it transparent and create 

meaningful redress. There is a pressing need to have certification standards specific to cybersecurity AI. These 

ought to evaluate explainability, data protection, and operational safety before deployment, particularly of systems 

whose actions are conducted without human control. Moreover, black-box systems have to be required to be tested 

with the help of auditing tools. Independent evaluation has the potential to uncover bias, monitor the system drift, 

and verify ethical integrity, even in critical settings, such as education or healthcare. Finally, regulators must adopt 

a proactive approach to avoid embedding unchecked AI into critical infrastructure. Cross-border alignment and 

faster legislative cycles are essential to stay ahead of evolving threats and build public trust. 

░ 7. Conclusion 

This paper has examined the ethical, legal, and technical challenges autonomous AI systems pose in cyber defense, 

particularly concerning privacy, transparency, and regulatory accountability. While AI offers powerful capabilities 

in real-time threat detection, its unchecked deployment risks undermining user rights, institutional trust, and 

cross-border compliance. Bridging this gap requires not only technical safeguards but also regulatory foresight. 

Interdisciplinary collaboration between engineers, ethicists, and lawmakers is urgently needed to ensure that 

innovation remains aligned with human values and legal responsibility. 

░ 8. Future Suggestions 

1. Develop sector-specific regulatory frameworks that address the unique risks of AI-based cyber defense in 

healthcare, finance, education, and government infrastructure. 

2. Encourage interdisciplinary research that combines computer science, law, and ethics to design explainable and 

auditable AI systems for security-critical environments. 

3. Establish international cooperation mechanisms to harmonize standards for AI governance in cybersecurity, 

particularly for cross-border data flows and threat intelligence sharing. 

4. Promote continuous auditing and certification of AI-driven systems to ensure accountability, reduce automation 

bias, and detect unintended consequences early. 

5. Invest in training programs for cybersecurity professionals and policymakers to strengthen human oversight and 

ethical decision-making in AI-enhanced defense systems. 
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