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1. Introduction 

With the increase in use of IOT devices connected to the internet this will result in more use of IOT applications e.g. 

smart homes, smart devices health monitoring devices etc. will be widely available to the people all over the world. 

Thus, the industry will see a growth on an average of 21% per year between 2017 and 2025. As of this result 14 

billion IOT devices will be in use by 2025 [1]. Each device associated with internet is assigned with a different IP 

address. With the rapid growth in use of IOT devices comes a great risk of getting hacked or the entire network to 

be comprised from different kind of attacks. Industry has experienced such attacks previously, these attacks include 

brute force, DDoS, some many more attacks [2].  

 

Some examples from the previous years include the Mirai malware, specially known for its ability to use common 

username and passwords to access the IoT devices. Since getting access to an individual IoT device will not be 
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much helpful, so the attackers combine millions of IoT devices making them a collection of bots also be referred as 

botnet further used to perform a distributed denial of service attack on major networks [3]. One attack took place 

dated October 21st, 2016 on the DYN, company which provides domain name services to the major companies like 

Netflix, GitHub etc. The main problem with the IoT device security is that most of these devices are running default 

passwords. Cui et al found that 13% of the devices were accounted for default root passwords which were about 

540,000. Webcams, routers, printers, etc. web pages were found for managing these devices, showing us how easily 

these webpages could be brute forced to get the id and passwords [4]. Shodan and Censys known popularly for IoT 

device search engine also displaying the exploits in the particular type of IoT device. However, the level of detail of 

device information obtained from search engines is very rough and estimated. 

The fine-grained firmware identification method was found out by Li et al. Initially the file system of the firmware 

was analyzed, and then through reverse analysis the extracted firmware is compared with the present web file of the 

IoT device to identify the current firmware version [5]. Due to the abridgement of security adaptations in the 

current firmware of IoT devices, a new and more secure dashboard is required to set up to find out the security 

controls to avoid attacks on IoT environment. 

2. Security Challenges in Internet of Things 

Today’s IoT interface face a lot of threats whether it be in physical form or attack on a network. These attacks could 

be on personal Wi-Fi network, or a smart car also could be on a smart TV. These devices face continuous risk. The 

open architecture makes security of IoT devices even more challenging. There are some properties which can lead 

to security challenges faced by IoT devices like embedded device used, scale and diversity stated by Iqbal et al [6].  

Table 1. TLSD and Specific Attacks 

Top Level Security Domain Domains 

Architecture 

Perception layer 

Application Layer 

Network Layer 

Threat Vector 

Communication Attacks 

Physical Attacks 

Application/Software attacks 

IoT devices have a unique architecture which are the layers. IoT devices are consists of three different operation 

layers naming perception layer, application layer and network layer. Each Layer has its own functionality so each 

possess a different threat. Since each layer is connected for functioning, to secure the higher layers the lower or the 

consecutive layers needs to be secured. 
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2.1 Perception Layer 

This layer senses and gathers some of the physical parameters or identifies presence of other smart objects in the 

environment. Each IoT node performs functions which require data to be collected. Perception layer makes use of 

different sensors such as the Zigbee, RFID and many other sensors.  

Since a lot of data is taken as input this data could be malicious or could possess a threat so perception layer should 

be secured. The type of security which could be placed in the perception are cryptographic elements [7]. 

2.2 Application Layer 

The application layer full fills the goals of Internet of Things which is to ensure that between two different objects 

with different application a reliable connection is established, which involves providing services and determines a 

set of protocols for message transmission on the application layer.  

Devices nowadays are adopting the terminology Internet of things, with this change in the connection, different 

protocols are needed to avoid device to vulnerable. Since the communication taking place between the end user and 

the application layer is direct each consists of their own application layer set of rules. Some challenges like identity 

authentication verification and data accessibility permissions are cause for concern. 

2.3 Network Layer 

The network layer in IoT performs and also is involved in the transmission of data. Similar to the security 

challenges faced by TCP/IP model IoT network infrastructure face the same issues.  

The security problems involve TCP sequence number prediction, protocol fuzzing, malicious node injection DoS 

attack, Man-in- the- middle attack, exploit attacks etc. 

Table 2. Comparison of threats and risk levels in IoT architecture 

Perception layer Application layer Network layer 

 

Tag cloning 

 

Information leakage 

 

Eavesdropping 

 

De-synchronization attack 

 

Malicious code injection 

 

Denial-of-service attack 

 

Phishing attack 

 

Sniffing attack 

Distributed-Denial-of-Service 

 

Man-in-The-Middle 

 

Storage attack 

 

Exploit attack 

Risk Level 

High Medium Medium to low 
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3.  Understanding the Attacks 

3.1 Communication Attacks 

As the name indicates communication attacks are done over the network where the particular IoT device is 

working. This involves numerous attacks some of them are DoS, Distributed DoS (DDoS), spoofing, SQL 

injection, Man-in-the-middle and flooding. 

3.1.1 Dos and DDoS 

DoS attack is attack where the attacker floods the network server with traffic until the target cannot access system 

or cannot respond [9]. DoS attacks can also be classified in two types Smurf Attack and SYN flood. 

DDoS attack occurs when multiple machines operate together to perform attack on a target. This attack makes use 

of botnets collectively known as collection of bot networks. 

Solutions:  

o (DoS) 

 Block the origin IP address, further escalating to the ISP Level. 

 Several tools exist which detect flood attacks and further prevent them. 

o (DDoS) 

 Ingress/Egress filtering [10] 

 Martian address filtering [11] 

 Honeypots 

 Load balancing 

3.1.2 SQL Injection 

SQL injection is a penetration technique performed by attacker, inserts a SQL statement through the webpage’s 

input fields to access the resources. Attacker can also use the SQL injection to bring down the whole database of the 

website. Injecting of a SQL can result in the execution of administrative operations, also modify the database [12]. 

The purpose of attack maybe extracting data, modifying data, bypassing authentication etc. 

Solutions:  

 WAVES – Tool to test websites for SQL injections [13]. 

 SAFELI – Used to identify SQL vulnerabilities [14]. 

 CANDID – Used to modify web applications which make use of program transformation in java. 

3.2 Physical Attacks 

Majority of IoT devices communicate directly with the environment, with the use of physical objects like 

temperature sensors, smart grid, heartbeat sensors etc. These devices not only communicate with the environment 
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bur also monitor and execute tasks and coordinate decisions [15]. Due to the deployment of tremendous number of 

physical objects into the internet, Internet of Things (IoT) face a lot of consequences [16]. Being bounded to 

humans closely and their environment a smallest of vulnerability could lead to a major financial loss. 

3.2.1 Object replication attacks 

In this attack attacker add a malicious physical object to the network which would redirect the flow of data to the 

desired network. This type of attack could result in huge drop in the network performance. This object can further 

lead to performance deterioration, corruption even redirecting the received packets to desired machine and 

extracting the secret keys. 

Solutions: 

 Split Manufacturing – Used to hide the design intent to enhance the security of Integrated Chip [21]. 

 Hardware security module (HSM) – Used to increase the authenticity by providing each device with 

different electronic identity [18]. 

 Trusted platform module (TPM) – A microprocessor embedded with advance cryptographic functionalities 

[19]. 

 Roots of Trust (RoT) – Computer’s operating system trusts this source of cryptographic system [20]. 

3.2.2 Social engineering 

This attack involves physically modifying the users of IoT system in order to extract sensitive data. 

Solutions: 

 Artificial Intelligence – using artificial intelligence to detect social engineering attacks can be very helpful 

for a network or a IoT device. 

 Honeypot – It is a system to trap the attackers and analyze there working behavior. Honeybot is specially 

used for attacks based on the social media [22]. 

3.2.3 Side channel attack 

To protect the data of IoT devices they are integrated with some security mechanisms such as encryption to protect 

sensitive data. Some examples are power and time analysis attack [23]. 

Solution: 

 Randomizing the intermediate data is the simplest approach to render the hypothetical leakage value 

collections [24]. 

3.3 Application/Software Attacks 

Application based or the software-based attacks are the most powerful attacks vectors and the most efficient ones, 

as the data extracted from this attack is not raw instead the data being stored in the database. While dealing with IoT 
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software we mostly make use of API’s and web applications [25]. As there are more possibilities of threats this 

software vector should be secured. 

3.3.1 Brute force attack 

This attack forces a list of passwords to the webpage on the login page, this attack involves guessing passwords. In 

brief, BFA is a password experiment that uses mix of possible ASCII characters in isolation or in combinations. 

The Brute force attack is divided into two classes insider and outsider [26, 27, 28]. 

Solutions: 

 SSH port forwarding – This functionality forwards the ports between client and server through an 

encrypted connection [29]. 

 IP tables – It filters out the packet by header fields like IP, TCP, UDP and ICMP. Depending upon the 

packets number of different actions could be taken [30]. 

3.3.2 Cross site scripting 

This also one of the types of code injection, analogous to the SQL injection cross site scripting (XSS), makes use of 

malicious scripts to execute into web interface of the victim which is originated from the attacker and is sent back 

by making use of the web application.  

This attack alters the victim to other webpage further making the victim engage in a Distributed Denial of Service 

or steal the victim’s current running session. 

Solutions: 

 Enhanced XSS Guard algorithm – E_XSS Guard scans the webpage source with the provided whitelisted 

and black listed scripts [31]. 

 Pattern filtering – This approach uses technique by filtering out the insecure keywords, character encaping 

and some common words in XSS payload. 

 Concolic testing – Used to detect any XSS vulnerability. This technique is followed by selective 

instrumentation for runtime XSS detection. 

4. Conclusion 

Due to the introduction of the concept IoT in the last few years has drawn attention of many hackers. Due to this 

several security attacks took place over the years, still many of the issues are not resolved and for some the way to 

bypass the vulnerability has not been found.  

This paper makes the best effort to classify the vulnerabilities present in the current scenario and the solutions to 

secure IoT devices and the networks. IoT developers with the intention to develop a secure IoT system can consent 

this paper for the current threats and the solutions to avoid them.  

By taking the necessary security measures IoT system could be improved in the future 
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